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YORKSHIRE DALES NATIONAL PARK AUTHORITY 

 
ITEM  11 

 
  
Committee: AUDIT AND REVIEW  

 
Date: 13 APRIL 2021  
  
Report: INTERNAL AUDIT ANNUAL REPORT FOR 2020/21 

 

 
 
Purpose of the report 
 

1. To present the Annual Report prepared by the Authority’s Internal Auditor, Veritau Ltd, 
based on audit work covering the year to March 2021. 

 
 
RECOMMENDATION 
 
2. Members are asked to note the report. 
 
 
Strategic Planning Framework 
 
3. The information and recommendation contained in this report are consistent with the 

Authority’s statutory purposes and its approved strategic planning framework: 
 

 Corporate Plan objective 36 ‘Operate governance arrangements that are fit for 
purpose as reported through the Annual Governance Statement and the Annual 
Governance Report’. 

 
  
Background 

 
4. The report forms part of the statutory requirement to maintain an adequate and 

effective internal audit function.  Compliance with established Internal Audit Codes of 
Practice requires that this Committee is provided with an annual report setting out the 
work done by Internal Audit, and that such a report contains an overall opinion on the 
internal control framework. 
  

5. The purpose of the Annual Report is to provide an overall opinion and a statement of 
assurance regarding the adequacy and effectiveness of the Authority’s internal control 
systems, and a summary of the internal audit work carried out during the year to 31 
March 2021.  This statement of assurance supports the Annual Governance Statement 
(AGS), which in turn supplements the Authority’s Financial Statements. 

 
6. The Internal Auditor’s report for 2020/21 is attached; it includes a summary of audit 

work completed during the year and details of the findings of individual internal audits.  
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Conclusion 

 
7. The overall opinion of the Internal Auditor on the controls operated by the Authority is 

that they provided Substantial Assurance. There were no significant control 
weaknesses which, in the opinion of the Head of Internal Audit, needed to be 
considered for inclusion in the Annual Governance Statement. 
 

8. Members should note that last year’s report was qualified in the light of Covid19, 
stating that ‘it is not possible to quantify the additional risk arising from the current short 
term measures or the overall impact on the framework of governance, risk 
management and control’. This qualification was particularly relevant because the 
internal audit work summarised by the report pre-dated the impact of the pandemic. 

 
9. To address the issues raised by this qualification, the internal audit programme for 

2020/21 was designed to look at areas where risk might be higher as a result of 
changes in working practices brought about by our response to Covid19, in particular 
to our financial and IT controls. The subsequent conclusion of substantial assurance 
contained in the Internal Auditor’s Annual Report has confirmed that the controls 
examined have continued to operate as we would wish. 

 
 
Richard Burnett 
Director of Corporate Services 

26 March 2021 
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Background 
 
1 The work of internal audit is governed by the Accounts and Audit Regulations 2015 

and the Public Sector Internal Audit Standards (PSIAS). In accordance with the 
PSIAS, the Chief Audit Executive (Head of Internal Audit) must provide an annual 
internal audit opinion and report that can be used by the organisation to inform its 
Annual Governance Statement. The annual internal audit opinion must conclude on 
the overall adequacy and effectiveness of the organisation’s framework of 
governance, risk management and control. 

 
2 During the year to 31 March 2021 the Authority’s working practices have changed 

significantly as a result of the Covid pandemic. In addition to remote working staff in 
income generating areas have been furloughed. It has been necessary to produce a 
revised budget on two occasions as result of changing budget assumptions 
following the closure and re-opening of activities within the park. The internal audit 
service was provided by Veritau Limited and for 2020/21 has been carried out 
remotely. 

 

Internal audit work carried out in 2020/21 
 
3 During 2019/20, internal audit work was carried out across a range of the activities 

of the Authority. Internal audit work included: 
 
Financial systems – providing assurance on key areas of financial risk. This 
provides assurance to the Authority that risks of loss are minimised.  
 
Information systems – providing assurance on information management and data 

quality.  
 

Governance / risk management - providing assurance on governance 
arrangements and systems to manage risks to the achievement of corporate 
objectives. 
 
Follow up – providing assurance that the agreed actions from previous years’ 
reports are being properly implemented.   
 

4 No special investigations were carried out during the year. 
 

5 Appendix A summarises the internal audit work carried out during the year and the 
opinion given for each report.  Appendix B provides details of the key findings 
arising from our internal audit work and appendix C provides an explanation of our 
assurance levels and priorities for management action. 
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Professional standards 
 

6 In order to comply with the Public Sector Internal Audit Standards (PSIAS) the Head 
of Internal Audit is required to develop and maintain an ongoing quality assurance 
and improvement programme (QAIP). The objective of the QAIP is to ensure that 
working practices continue to conform to the required professional standards. The 
results of the QAIP should be reported to senior management and the Audit and 
Review Committee along with any areas of non-conformance with the standards. 
The QAIP consists of various elements, including: 

(a) maintenance of a detailed audit procedures manual and standard operating 
practices; 

(b) ongoing performance monitoring of internal audit activity; 

(c) regular customer feedback; 

(d) training plans and associated training and development activities; 

(e) periodic self-assessments of internal audit working practices (to evaluate 
conformance to the Standards). 
 

7 External assessments must be conducted at least once every five years by a 
qualified, independent assessor or assessment team from outside the organisation. 
An external assessment was last carried out in November 2018.  
 

8 The outcome of the previous QAIP demonstrated that the service conformed to the 
Public Sector Internal Audit Standards. The QAIP for 2021 is yet to be completed, 
but further details of the 2021 Quality Assurance and Improvement Action Plan will 
be provide to this committee when available.  
 
 

Audit Opinion and Assurance Statement 
 

9 In connection with reporting, the relevant professional standard (2450) states that 
the Chief Audit Executive (CAE)1 should provide an annual report to the board2. The 
report should include: 

 
(a) details of the scope of the work undertaken and the time period to which the 

opinion refers (together with disclosure of any restrictions in the scope of that 
work) 

(b) a summary of the audit work from which the opinion is derived (including details 
of the reliance placed on the work of other assurance bodies) 

(c) an opinion on the overall adequacy and effectiveness of the organisation’s 
governance, risk and control framework (i.e. the control environment) 

(d) disclosure of any qualifications to that opinion, together with the reasons for that 
qualification 

(e) details of any issues which the CAE judges are of particular relevance to the 
preparation of the Annual Governance Statement 

                                                
1 The PSIAS refers to the Chief Audit Executive. This is taken to be the Head of Internal Audit. 
2 The PSIAS refers to the board. This is taken to be the Audit and Review Committee. 
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(f) a statement on conformance with the PSIAS and the results of the internal audit 
Quality Assurance and Improvement Programme 

 
10 The overall opinion of the Head of Internal Audit on the framework of governance, 

risk management and control operating in the Authority is that it provides 
Substantial Assurance. No reliance was placed on the work of other assurance 
providers in reaching this, and there are no significant control weaknesses which, in 
the opinion of the Head of Internal Audit, need to be considered for inclusion in the 
Annual Governance Statement. 
 

11 The opinion given is based on work that has been undertaken directly by internal 
audit, and on cumulative knowledge gained through our ongoing liaison and 
planning with officers. However, in giving the opinion, we would note that Covid-19 
has significantly affected the authority over the last year, with a wide ranging impact 
on business operations and controls. While the work of internal audit is directed to 
the areas that are most at risk, or provide most value for the authority it is not 
possible to conclude on the full extent of the impact of Covid-19 on the operations of 
the authority. 
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Appendix A 

Table of 2020/21 completed audit assignments 

 

Audit Status  Assurance Level 

   

Creditors Completed Substantial Assurance 

Budget Management Completed Substantial Assurance 

Cyber Security Completed Reasonable Assurance 

Data Protection –Information 
Governance 

Completed Substantial Assurance 

Performance Management – Data 
Quality 

Completed Substantial Assurance 
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Appendix B       
Summary of Key Issues from audits completed in 2020/21 

System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

Creditors Substantial 
Assurance 

The audit reviewed the 
processes in place to control 
creditors’ payments and 
how this may have been 
impacted upon due to 
remote working. 

March 
2021 

Strengths 

The processes for the purchase of 
goods and services did not change 
significantly due to the COVID-19 
pandemic. The authority uses Proactis 
P2P which could already be accessed 
remotely. All confirmations and 
authorisations are directly inputted into 
the Proactis P2P system. 

Clear records are retained of goods 
being received and subsequent 
authorisation for payments completed 
by the budget managers for all 
purchases reviewed. 

Changes in supplier details all followed 
the expected procedure of contacting 
suppliers directly. All information 
relating to supplier detail changes is 
recorded and dated on a spreadsheet 
held within the finance team. 

Only one invoice tested was not paid 
within 30 days of receipt and was 
delayed as evidence of goods receipt 
had not been provided. It is good 
practice that payments will not be 
made until goods receipting has been 
carried out. 

 

- 
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

Areas for improvement 

No areas for improvement were 
identified.  

Budget 
Management 

Substantial 
Assurance 

The audit reviewed the 
budget setting process, and 
also the re-budgeting 
process implemented during 
the year. The audit also 
reviewed the budget 
management process to 
ensure this was applied 
effectively and consistently 
across the authority. 

January 
2021 

Strengths 

All the key steps outlined in the 
authority’s budget timeline were 
completed. This included all budget 
managers submitting budget bids that 
outlined how their spending would 
contribute towards completing 
programme activities and achieving the 
relevant corporate plan objectives. The 
proposed budget was reviewed by the 
Finance and Resources Committee in 
February 2020, prior to receiving final 
authorisation from the Full Authority 
Committee in March 2020.  
 
The re-budget process performed in 
May, was carried out effectively based 
on realistic and prudent assumptions. 
In May there were fundamental 
revisions to the budget based on 
receiving zero income on key income 
streams The revisions to the budget 
were authorised by Finance and 
Resources Committee on 26 May 
2020.  

By August it was possible to resume 
some income generating activities and 
a further re-budgeting exercise was 
carried out. These revisions were 

Following update 
training in January, all 
Budget Managers 
should be equipped 
with the tools and 
knowledge to actively 
monitor their budgeted 
spend and income The 
Head of Finance will 
update the Finance & 
Budgeting For 
Managers presentation 
and resend to all 
Budget Managers to 
remind them of their 
responsibilities.  

A set of standard 
reports is available to 
manage the budget, 
purchase orders, and 
the live data, and staff 
are invited to feedback 
on the report’s 
suitability to manage 
their budgets. Any 
additional requests will 
be incorporated, and 
new reports set up as 
required in a format 
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

made through reviewing the budget at 
Senior Management Team and 
reintroducing previously agreed 
activities and spend, as reported at the 
Senior Management Team meeting on 
27 August. 

Areas for improvement 

Some budget managers are not 
consistently following the agreed 
budget monitoring process.  
 
Some budget managers were not 
proactively accessing budget 
monitoring reports and were using 
manual methods to maintain budget 
information.  

that will assist them to 
monitor and manage 
their budgets.  
 

 

Cyber Security Reasonable 
Assurance 

The audit reviewed the 
security process in place 
around emails and 
homeworking. The audit 
also reviewed the training 
provided to staff to raise 
cyber security awareness 

March 
2021 

Strengths 

All incoming email is scanned for 
malicious content using market leading 
software  

The authority used a secure platform to 
enable remote log on to the network 

Staff are required to take an annual 
cyber awareness eLearning course. 
This is linked to the appraisal process 
to ensure all staff complete the training 

 

 

 

Two factor 
authentication will be 
introduced for 
privileged accounts. If 
Office 365 is 
introduced this will be 
done for all remote 
working accounts  

Options will be 
reviewed to obtain a 
system that opens links 
in a secure 
environment. If this is 
not practical links will 
be made non-active so 
users would have to 
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

Areas for improvement 

The authority does not use two factor 
authentication to log in to the network, 
relying only on a strong password 

Links within emails can be opened 
within the live environment, creating a 
risk that emails with malicious content 
may be able to access the network 

Officers within the planning team need 
to be able to copy documents to the 
device to use a specific program for 
their work which is attached to the 
device rather than the Network. It is not 
possible to restrict this to specific staff 
so therefore all staff are able to 
transfer documents directly from their 
device to the network. This creates an 
increased risk of data loss and also 
transfer of infected documents 

copy and paste the link 
in to the address bar. 
This would increase 
the probability of 
identifying false links 

Working requirements 
will be reviewed for 
staff who need to 
transfer files. If no 
alternative can be 
identified regular 
reminders will be 
issued to other staff 
that they must not 
transfer documents to 
and from personal 
devices 

Data Protection 
– Information 
Governance 

Substantial 
Assurance 

The audit reviewed policies 
and procedures in place for 
managing compliance with 
GDPR requirements and 
Subject Access Requests 
(SAR’s). 

March 
2021 

Strengths 

Suitable policies are in place including 
an information asset register. Most 
staff have completed awareness 
training, and a new process whereby 
email reminders will be automatically 
sent out to staff members and their line 
managers if they do not complete 
mandatory training is being introduced. 
This should help ensure that staff are 
reminded to complete the Data 
Protection training in a timely manner 

The DPO will formally 
report exceptions and 
divergences from data 
protection policies and 
procedures to the 
Senior Management 
Team and Members. 
The DPO will also 
report annually to 
Senior Management 
Team and Members if 
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

and that if they do not it is 
appropriately escalated. 

Staff regularly receive data security 
updates and guidance, with six issued 
in the period from April 2020 to 
December 2020. These also included 
updates related to home working 

Areas for improvement 

The DPO currently does not report 
formally to either the Senior 
Management Team or Authority 
Members on data protection 
performance and issues.  

no divergences occur 
over that year.  

 

 

Performance 
Management - 
Data Quality 

Substantial 
Assurance 

The audit reviewed the 
performance management 
process to ensure 
performance is reported 
appropriately, and that 
controls are in place to 
ensure key performance 
indicators are reported 
accurately. 

January 
2020 

Strengths 

There is robust performance 
management process and reporting 
cycle in place to ensure organisational 
objectives are appropriate and 
approved. KPIs are required to link 
directly to the objectives in the 
Corporate Plan and the National Park 
Management Plan. 

A workbook is created by the related 
team for each KPI that requires 
statistical evidence. We found that 
each of the KPI’s reviewed, had a 
detailed definition and methodology. 

Progress has been regularly reviewed 
by the Senior Management Team 
(SMT) and reported twice during the 

At the next Senior 
Management Team 
meeting, the finding will 
be addressed to 
ensure Director sign off 
and location of data 
source will be 
completed for each 
2020/21 work book.  
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

year to the Audit and Review 
committee. 

Areas for improvement 

Some of the performance indicator 
workbooks were incomplete, and did 
not include data location and had not 
been signed off by the director.  
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Appendix C 
 

Audit Opinions and Priorities for Actions 
 

Audit Opinions 

Our work is based on using a variety of audit techniques to test the operation of systems. This may include sampling and data 
analysis of wider populations. It cannot guarantee the elimination of fraud or error. Our opinion relates only to the objectives set 
out in the audit scope and is based on risks related to those objectives that we identify at the time of the audit 

Our overall audit opinion is based on 4 grades of opinion, as set out below. 

Opinion Assessment of internal control 

Substantial 
Assurance 

A sound system of governance, risk management and control exists, with internal controls operating 
effectively and being consistently applied to support the achievement of objectives in the area audited. 

Reasonable 
Assurance  

There is a generally sound system of governance, risk management and control in place. Some issues, 
non-compliance or scope for improvement were identified which may put at risk the achievement of 
objectives in the area audited. 

Limited Assurance 
Significant gaps, weaknesses or non-compliance were identified. Improvement is required to the system of 
governance, risk management and control to effectively manage risks to the achievement of objectives in 
the area audited. 

No Assurance 
Immediate action is required to address fundamental gaps, weaknesses or non-compliance identified. The 
system of governance, risk management and control is inadequate to effectively manage risks to the 
achievement of objectives in the area audited. 

 

Priorities for Actions 

Priority 1 A fundamental system weakness, which presents unacceptable risk to the system objectives and requires urgent 
attention by management 

Priority 2 A significant system weakness, whose impact or frequency presents risks to the system objectives, which needs to be 
addressed by management. 

Priority 3 The system objectives are not exposed to significant risk, but the issue merits attention by management. 
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