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Background 
 
1 The work of internal audit is governed by the Accounts and Audit Regulations 2015 

and the Public Sector Internal Audit Standards (PSIAS). In accordance with the 
PSIAS, the Chief Audit Executive (Head of Internal Audit) must provide an annual 
internal audit opinion and report that can be used by the organisation to inform its 
Annual Governance Statement. The annual internal audit opinion must conclude on 
the overall adequacy and effectiveness of the organisation’s framework of 
governance, risk management and control. 

 
2 During the year to 31 March 2020 the Authority’s internal audit service was provided 

by Veritau Limited.  
 

Internal audit work carried out in 2019/20 
 
3 During 2019/20, internal audit work was carried out across a range of the activities 

of the Authority. Internal audit work included: 
 
Financial systems – providing assurance on key areas of financial risk. This 
provides assurance to the Authority that risks of loss are minimised.  
 
Information systems – providing assurance on information management and data 
quality.  

 
Governance / risk management - providing assurance on governance 
arrangements and systems to manage risks to the achievement of corporate 
objectives. 
 
Follow up – providing assurance that the agreed actions from previous years’ 
reports are being properly implemented.   
 

4 No special investigations were carried out during the year. 
 

5 Appendix A summarises the internal audit work carried out during the year and the 
opinion given for each report.  Appendix B provides details of the key findings 
arising from our internal audit work and appendix C provides an explanation of our 
assurance levels and priorities for management action. 
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Professional standards 
 
6 In order to comply with the Public Sector Internal Audit Standards (PSIAS) the Head 

of Internal Audit is required to develop and maintain an ongoing quality assurance 
and improvement programme (QAIP). The objective of the QAIP is to ensure that 
working practices continue to conform to the required professional standards. The 
results of the QAIP should be reported to senior management and the Audit and 
Review Committee along with any areas of non-conformance with the standards. 
The QAIP consists of various elements, including: 

(a) maintenance of a detailed audit procedures manual and standard operating 
practices; 

(b) ongoing performance monitoring of internal audit activity; 

(c) regular customer feedback; 

(d) training plans and associated training and development activities; 

(e) periodic self-assessments of internal audit working practices (to evaluate 
conformance to the Standards). 
 

7 External assessments must be conducted at least once every five years by a 
qualified, independent assessor or assessment team from outside the organisation. 
An external assessment was last carried out in November 2018.  
 

8 The outcome of the previous QAIP demonstrated that the service conformed to the 
Public Sector Internal Audit Standards. The QAIP for 2020 is yet to be completed, 
but further details of the 2020 Quality Assurance and Improvement Action Plan will 
be provide to this committee when available.  
 
 

Audit Opinion and Assurance Statement 
 

9 In connection with reporting, the relevant professional standard (2450) states that 
the Chief Audit Executive (CAE)1 should provide an annual report to the board2. The 
report should include: 

 
(a) details of the scope of the work undertaken and the time period to which the 

opinion refers (together with disclosure of any restrictions in the scope of that 
work) 

(b) a summary of the audit work from which the opinion is derived (including details 
of the reliance placed on the work of other assurance bodies) 

(c) an opinion on the overall adequacy and effectiveness of the organisation’s 
governance, risk and control framework (i.e. the control environment) 

(d) disclosure of any qualifications to that opinion, together with the reasons for that 
qualification 

(e) details of any issues which the CAE judges are of particular relevance to the 
preparation of the Annual Governance Statement 

                                                
1
 The PSIAS refers to the Chief Audit Executive. This is taken to be the Head of Internal Audit. 

2
 The PSIAS refers to the board. This is taken to be the Audit and Review Committee. 
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(f) a statement on conformance with the PSIAS and the results of the internal audit 
Quality Assurance and Improvement Programme 

 
10 The overall opinion of the Head of Internal Audit on the framework of governance, 

risk management and control operating in the Authority is that it provides 
Substantial Assurance. No reliance was placed on the work of other assurance 
providers in reaching this, and there are no significant control weaknesses which, in 
the opinion of the Head of Internal Audit, need to be considered for inclusion in the 
Annual Governance Statement. 

 

11 This opinion is however qualified, in light of the current coronavirus pandemic and 
the impact of this on the Authority. The opinion at paragraph 9 is based on internal 
audit work undertaken, and completed, prior to emergency measures being 
implemented as a result of the pandemic. These measures have resulted in a 
significant level of strain being placed on normal procedures and control 
arrangements. The level of impact is also changing as the situation develops. It is 
therefore not possible to quantify the additional risk arising from the current short 
term measures or the overall impact on the framework of governance, risk 
management and control.   
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Appendix A 

Table of 2019/20 completed audit assignments 

 

Audit Status  Assurance Level 

   

Payroll and HR Completed Substantial Assurance 

IT systems developments and 
maintenance 

Completed Substantial Assurance 

Retail Operations Completed Substantial Assurance 

Project Management – 
Westmorland Dales Landscape 
Partnership Scheme 

Completed Substantial Assurance 

Business Continuity Completed Substantial Assurance 
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Appendix B       
Summary of Key Issues from audits completed in 2019/20 

System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

Payroll and HR Substantial 
Assurance 

The audit reviewed the 
processes in place for new 
starters and leavers, the 
completion of sickness 
absence documentation, 
and authorisation of 
flexitime records. 

January 
2020 

Strengths 

The correct details and start date have 
been recorded for each new employee. 
All leavers’ records included a formal 
acknowledgement letter, and the 
correct leave date was entered on the 
system in each case. 

The Authority has an automated flexi 
process, whereby employees ‘clock in’ 
with their key fobs. Adjustments were 
found to be authorised in all cases. 

Areas for improvement 

Final payment and leave calculations 
are not evidenced.  

The attendance management policy is 
out of date. Documentation, such as 
self-certification forms and return to 
work interviews, are not being 
completed accurately or in a timely 
manner. In a number of cases there 
was no record of a return to work 
interview. 

 

The leaver checklist 
will be updated to 
include the 
requirement for the 
final payment and 
annual leave 
calculation to be 
formally documented 
and recorded on file.  

The Attendance 
Management Policy 
and the Authority’s 
processes around 
attendance 
management will be 
reviewed including 
determining how best 
to utilise the Civica 
system for the 
management of 
sickness.  

Sickness procedures to 
be reviewed to ensure 
that they are not the 
cause of the problem, 
and will be revised as 
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

 

 

appropriate. If 
procedures are found 
not to be contributing 
to the problem, non-
compliance will be 
dealt with as a 
management issue.  

IT systems 
development 
and 
maintenance 

Substantial 
Assurance 

The audit reviewed change 
management arrangements 
and the processes in place 
to ensure systems and 
applications are kept secure 
through regular and timely 
patching.  

January 
2020 

Strengths 

There are service agreements with 
suppliers of main systems that cover 
arrangements for updates and incident 
resolution. 

The ESET antivirus software 
automatically updates itself. Major 
systems, such as the Lake financial 
system, are updated by suppliers as 
and when patches are released. 
Windows Server Update Services 
(WSUS) is used to deploy updates for 
Microsoft systems. 

Areas for improvement 

The change management process is 
not documented as part of the ICT 
Development and Maintenance 
Procedures.  

Monitoring is not conducted to ensure 

The ICT Development 
and Maintenance 
Procedures will be 
reviewed and updated 
to include change 
management 
procedures.  

Checking the WSUS 
and ESET status and 
investigating any 
anomalies will be 
scheduled into the ICT 
team’s Business as 
Usual work.  
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

that systems are up to date and 
patches have installed successfully. 
One server appears to be up to date 
on the server manager but not updated 
on WSUS 

Retail 
Operations 

Substantial 
Assurance 

The audit reviewed the 
processes in place for 
ordering, monitoring and 
management of stock to 
ensure best value is 
achieved.  

 

December 
2019 

Strengths 

A comprehensive ‘Retail and 
Merchandising’ strategy is in place. 
The strategy provides guidelines for 
ensuring the sourcing and buying of 
new stock is in line with the overall 
aims and purposes of the visitor 
centres. Best value is promoted in the 
strategy through a number of targets 
and factors to consider when buying 
stock. 

A Stock-take is undertaken annually 
across all visitor centres. Scanners are 
used to update information in the 
stockade system and ensure it is as 
accurate as possible. 

Areas for improvement 

Consideration of factors in the Retail & 
Merchandising Strategy is not 
documented when sourcing and 
selecting new suppliers.  

The rationale for 
selecting new suppliers 
will be documented in 
future to evidence 
issues such as best 
value, sustainability, 
profit margin, and best 
fit with existing stock 
considerations.  

The authorisation 
levels in the retail 
system will be 
changed.  
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

The Retail Support Officer who places 
most orders has no delegated authority 
to approve orders or invoices. Invoices 
are authorised by the Centre Managers 
or Head of Visitor Services.  

Project 
Management – 
Westmorland 
Dales 
Landscape 
Partnership 
Scheme 

Substantial 
Assurance 

The audit reviewed 
governance arrangements 
for the partnership, the 
processes in place to 
manage project budgets, 
and arrangements to ensure 
that funding is claimed 
correctly from the Heritage 
Fund. 

December 
2019 

Strengths 

A governance framework is in place for 
the scheme headed by the 
Westmorland Dales Landscape 
Partnership Board. All partners have 
signed a partnership agreement 
outlining their responsibilities within the 
scheme. 

A scheme management group is in 
place with representatives from the 
Yorkshire Dales National Park 
Authority (YDNPA) as the accountable 
body and Friends of the Lake District 
(FLD) as lead partner. 

A quarterly process is performed to 
claim the Heritage Fund grant. An 
overall progress report for the scheme 
and payment request is submitted to 
the Heritage Fund using the Heritage 
Fund application portal. 

 

Data sharing 
arrangements will be 
implemented in 
advance of the next 
scheme management 
group meeting.  

Revised risk registers 
will be included within 
the next Board papers.  
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

Areas for improvement 

Information is stored independently on 
YDNPA and FLD systems.  

The WDLPS risk register does not 
include clear actions with target dates.  

Business 
Continuity 

Substantial 
Assurance 

The audit reviewed the 
business continuity and 
disaster recovery plans to 
ensure priorities, roles and 
responsibilities are clearly 
defined and a process to 
test plans and learn lessons 
is in place. 

January 
2020 

Strengths 

An up-to-date and reasonably well 
documented Business Continuity and 
Disaster Recovery plan is in place. It is 
reviewed annually and updated as 
required by the Director of Corporate 
Services. The plan was last amended 
in October 2019. 

Roles and responsibilities are clearly 
defined in the plan, including a chain of 
command for reporting and responding 
to an incident. The plan contains 
current contact information for key 
officers. 

BC and DR plans identify critical 
systems, processes, and priorities for 
recovery. Communication 
arrangements for both staff and the 
public are documented in the plan. 

 

Whenever a BC or DR 
incident occurs, it will 
be documented and 
reviewed to assess the 
effectiveness of the 
response. Any lessons 
learnt will be 
incorporated into the 
BC and DR plan.  

The BC and DR plan 
will be amended 
quickly to sort 
weaknesses due to 
administrative issues 
compared to best 
practice. Issues which 
require additional work 
will be reviewed and 
other arrangements 
made as required  
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System/ Area Opinion Area Reviewed Date 
Issued 

Comments Management Actions 
Agreed  

Areas for improvement 

The BC and DR plan is not tested 
periodically. BC and DR incidents are 
not formally recorded and reviewed to 
ensure lessons learnt are incorporated 
into the plan.  

Some weaknesses were identified in 
the BC and DR plan when compared to 
good practice guidance.  
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Appendix C 
 

Audit Opinions and Priorities for Actions 
 

Audit Opinions 

Audit work is based on sampling transactions to test the operation of systems. It cannot guarantee the elimination of fraud or 
error. Our opinion is based on the risks we identify at the time of the audit. 

Our overall audit opinion is based on 5 grades of opinion, as set out below. 

Opinion Assessment of internal control 

High Assurance Overall, very good management of risk. An effective control environment appears to be in operation. 

Substantial 
Assurance 

Overall, good management of risk with few weaknesses identified. An effective control environment is in 
operation but there is scope for further improvement in the areas identified. 

Reasonable 
assurance 

Overall, satisfactory management of risk with a number of weaknesses identified. An acceptable control 
environment is in operation but there are a number of improvements that could be made. 

Limited Assurance 
Overall, poor management of risk with significant control weaknesses in key areas and major 
improvements required before an effective control environment will be in operation. 

No Assurance 
Overall, there is a fundamental failure in control and risks are not being effectively managed. A number of 
key areas require substantial improvement to protect the system from error and abuse. 

 

Priorities for Actions 

Priority 1 A fundamental system weakness, which presents unacceptable risk to the system objectives and requires urgent 
attention by management 

Priority 2 A significant system weakness, whose impact or frequency presents risks to the system objectives, which needs 
to be addressed by management. 

Priority 3 The system objectives are not exposed to significant risk, but the issue merits attention by management. 

  


