Appendix 1 – Action plan
Priority scale – H = High, M = Medium, L = Low
	No.
	Area
	Recommendations
	Priority
	Management comments
	Responsibility
	By when

	2.1


	Logical security – Sunsystems
	Review the configuration of systems security on Sunsystems and enhance the system security as follows:

- required password length should be increased (e.g. minimum of 8 characters);




- a history of previous passwords should be retained (e.g. 10 previous passwords) ;


- the lockout threshold should be set (e.g. 3 invalid login attempts).
	H


	This is set to 8 characters for all new users and will be updated to 8 characters for existing users by end of June 2008
This has been tested and the password retention is at least the previous 10
The lockout threshold is 3 invalid attempts. After that the account can only be unlocked by someone with system administrator permissions


	
	


	2.2
	User account administration 
	Implement a formal process for processing leaver user accounts to include:

- notification to IT from HR of all leavers/transfer  either before or when they occur;





- Regular reviews of active accounts (Windows and SunSystems) to verify whether all leavers’ user accounts have been removed.
	H
	

Process now in place for IT to be notified of all people leaving the authority. This includes staff on the payroll and non-paid staff such as longterm student placements and people on secondment from other organisations

Review of all active directory accounts has been completed and all obsolete accounts removed. Regular task has been set-up to prompt subsequent checks.Review of SunSystems logins will form part of  SunSystems password policy update

	
	


	2.3


	Test of backups
	Testing the on-going readability of backed up data on a regular basis. 

This will ensure that Yorkshire Dales National Park has the data available if data needs to be restored from backup tapes. 
	M
	Quarterly task has been set up to retrieve random tapes and do test restores from them. 
	
	

	2.4
	Environmental controls in the server room
	Perform a risk assessment of the physical security of the server room and give consideration to 
· installing measures to prevent water damage (e.g. raised flooring);

· installing air conditioning to control humidity and temperature; 
· installing fire/smoke detectors in and around the computer room; 
· installing fire suppression equipment e.g. fire extinguishers, in or near to the computer room.
	L
	The server room is on the first floor of the building

Installed

Installed

CO2 extinguisher outside server room door


	
	

	2.5
	Software Licenses
	Formalise procedures for regular audits of software and include these in the information security policy. A rotation plan should be included in the audit plan to ensure that all PCs are covered in the audit. Such software audits should cover all platforms and local hard drives of all PCs.
	L
	This has been set as a specific objective for one of the IT officers, the procedure and schedule to be set up and initial audit to be completed before the end of this financial year. The authority already has licences for the Centennial software auditing tool.
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